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ABSTRACT 

As far as I am concerned, not at all, and I am going to show why! When most people hear the expression 

‘Smart City’, they associate it with a future city where thousands of sensors are installed and connected 

with each other and the central computer-based unit. Other groups of people think of the smart city as 

represented by high quality and future visionary high-end instruments and electric cars. However, the 

smart city is based on an interaction between city systems, public safety, health, education, and citizens’ 

services. This cooperation makes the city a healthier, safer place for people to live in. Nowadays, public 

safety is of paramount importance like energy management, smart transport, or building automation. In 

this article, I am going to describe how we can manage public safety by transforming the city 

environment in a proprietary way. I use the principles of Crime Prevention Through Environmental 

Design for redesigning the city environment. 
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INTRODUCTION 

The global population is currently more than 7 billion and is predicted to top out around 10 

billion. Today, more than half of all people in the world live in an urban area. By  

mid-century, 70 % of the world’s population will be living in cities covering less than 2 % of 

the Earth’s surface [1, 2]. The challenges of cities are changing rapidly. This raises many 

issues: pollution, infrastructure access, traffic congestion, mobility, safety, clean drinking 

water, waste management and the health of residents are only a few examples. The massive 

population is overburdening services. Poverty and crime are still far too high. In many cases, 

cities concentrate too many people on small areas and the overpopulation results in a high 

degree of indifference, impersonality and isolation. The focus of transforming the urban 

environment should be on the individual, the community and the environment [3]. How can 

we handle this high degree of urbanization and how does it affect our future?  

A SMART CITY 

The development of the built area and combination of new technologies such as the Internet 

of Things and Artificial Intelligence offer a multifaceted solution: the smart city or intelligent 

city. The Internet of Things allows you to analyze your environment and make real-time 

adjustments to improve productivity and efficiency. This efficiency can be felt throughout the 

city from a more efficient power grid to optimized traffic and seamless connectivity [4, 5]. 

Based on these we can create the definition of the smart city: Smart cities are safe, green and 

hyper-connected cities, technologically equipped to improve the lives of their residents. “The 

purpose of an intelligent city or Smart City is to create a standardised, cooperative structure 

by the integration of subsystems” [6]. 

At this point, an important question arises: “what is the difference between an intelligent city 

and a smart city?” A lot of people think these two terms are synonyms. They differ according 

to me. Here is my definition of these concepts [7]: 

 “the primary objective of the intelligent city is to promote the integration of various 

subsystems in order to be able to cooperate with each other in a coherent way. “The 

different types and different functions of these subsystems help each other, which affects 

the operation of the entire infrastructure” [6].  

 “Smart city is an intelligent city in which services can be exploited by users in a maximal 

way”[8].  

“Smart City should enable every citizen to engage with all the services on offer, public as 

well as private, in a way which best suits his or her needs. It brings together hard infrastructure, 

social capital including local skills and community institutions, and (digital) technologies to 

fuel sustainable economic development and provide an attractive environment for all”[7].  

“The principle of subsidiarity may be applied at the introduction of a new intelligent system. 

According to this principle, problems must be solved where they emerge, so higher-level 

intervention is only necessary if the problem cannot be solved on its level and it would 

interfere with the operation of the entire network”[8]. “The use of the word ‘ambient’ refers 

to the fact that the architecture that this technology utilizes allows the devices to continually 

monitor their own systems and the systems surrounding them with the help of sensors and 

measurements at a local level – where it is needed. Certain authorized elements may also 

intervene in operating mechanisms. At the same time they are also able to inform the 

elements in higher ‘evolutionary’ positions, and if necessary, send them warnings or alerts. 
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Each element of the system operates autonomously, but they work in dynamic cooperation. 

For example, sensors of the system can work this way”[8]. 

As the population grows and traffic jams get more common, some cities end up with a higher 

crime rate. This affects everyone: business owners, tourism and, of course, families. Big 

changes often require a comprehensive look. In this article, I am going to take a broad 

approach describing how to provide the citizens with a lasting sense of security. Instead of 

just responding to occasional demands, stakeholders came up with a long-term plan. Big 

changes do not happen overnight. While cities continuing to grow and citizens’ expectations 

increasing, we shall reconsider how cities are built and run. According to my research, a 

Smart City must have decentralized systems with shared logic. These systems provide  

real-time data, relying on which the law enforcement officials are informed on ongoing 

events straight away as they take place. Hot information enables the dedicated body to take 

preventive measures before the damage becomes extensive [9]. 

LIVABLE CITY 

Why is the city so attractive? Because the City is the highest level of organization form of 

human settlement. The physical and functional factors that meet the individual needs the most 

effective way are concentrated here.  

What makes a city fine? Perhaps, the best answer to this is that the people who live there feel 

that way and they are willing to make sacrifices for it. But this concept requires more than 

doing modernization or ‘getting smart’. We have to make the city livable. The city is for 

people who live there, its task is to serve the inhabitants as much as possible. All initiatives 

must be subordinated to this principle. 

What makes a city livable? In a livable city, the residents feel good and safe. The basis of our 

existence is safety, without this, we cannot imagine a well-functioning community. All the 

residents, and communities – e.g. family, street, district – have a basic need to feel safe in the 

physical space around them which is called a built environment. This safety is provided by 

the absence of fear of crime, clean and tidy neighbourhoods, transparent parks, illuminated 

recreational spaces, clear traffic signals and predictable and reliable transport. With all these, 

the city can create communities in which people can take responsibility for their environment 

and their neighbourhood. This can form the basis of a higher standard of living and a more 

structured society [10].  

 

Figure 1. Maslow’s hierarchy of needs [11]. 
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Safety is one of the most essential motivation factors for humans, located in the second level 
of Maslow’s hierarchy of needs stated that people are motivated to achieve certain needs and 
that some needs take precedence over others.). When we talk about Smart City, we mean a 
city which not only helps peoples’ everyday lives with the design of technological, IT and 
environmental equipment. It is also a place where public spaces, parks, homes, buildings, 
streets or neighbourhoods are designed to provide the maximum safety for the residents using 
a demonstration of quantitative and qualitative changes in crime. Needless to say, technology 
will play a central role. Urban and rural areas are evolving to cater to changes in technology 
while presenting new opportunities for improved Public Safety. Connectivity and the overall 
experience for residents and visitors, city officials are specifically tasked with the challenge 
of providing safe and secure settings, network connectivity, reliable and sustainable power, 
modern living and working conditions and ultimately a seamless and data-driven operating 
environment. Creating a safe, secure city requires preparing for a wide variety of challenges 
from protecting critical infrastructure to mitigating the risks of terrorism and cyber-attacks. 
Deploying a 24/7 crime prevention and Public Safety strategy is essential to proactively 
maintain safety while also allowing emergency professionals to respond quickly in a crisis 
situation. According to many academic sources and, in addition, to my own experience, I 
have developed the following definition of Liveable City. A Livable City is a level of 
urbanization that uses smart city’s innovative technology to enhance community services as 
well as it uses Environmentally Sensitive Crime Prevention to increase the safety feeling of 
the residents. These two parts of the design process create economic opportunities that 
improve the city infrastructure, reduce costs (maintenance costs) and resource consumption 
and increases civic engagement. Let me take a few moments to discuss the potential high-
level planning steps for developing a Smart City. A smart city is not a single or small 
collection of projects. Ideally, a smart city begins with a vision [12, 13]. It’s essential as a 
first step because it will guide every decision that comes next. The truth is that, when you 
have a long-term vision, big changes can happen right before your eyes. 

HOW CAN WE DESIGN A SAFER SMART CITY 

The answer ... is not just one thing. No single solution can fix everything. We need connected 
systems and collaborating teams, greater intelligence to discover the unseen [14]. 

The focus of transforming the urban environment should be on the citizens, the community 
and the environment. We can meet this requirement if the redesign of the neighbourhoods or 
built-up areas serve the needs of the city dwellers. One of these demands – even if many 
people are not aware of this – is the emergence of human communities. The careful urban 
planning that focuses on safety and livelihoods should strive to divide the built environment 
into smaller units, despite the large masses of people, where the chances of human observant 
communities remain. 

Our built environment is the space in which we are continuously interacting. Our 

communication is often unnoticeable. When we walk down the street, sit down in a park, 

come to a plaza or park our car, we perceive the environment at all moments from which 

conscious and unconscious conclusions are drawn. It is important that we grab all the tools 

which can form the environment (rather than the individual’s permanent but constantly 

changing framework) in a way that it provides us with a sense of security at all times. The 

presence or lack of a subjective sense of security is fundamental to our behaviour and 

attitudes towards other members of society, our environment and our living space. I use the 

principles of Crime Prevention Through Environmental Design (CPTED) for redesigning the 

city environment. These are ‘natural surveillance’, ‘access control’, ‘territoriality’, ‘activity 

support’ and ‘management and maintenance’. These principles are based on continuous 

monitoring of the number of crimes and other economic and social data. Measuring data is 
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very important for us. It helps to make decisions in good shape. It is very important to the 

government, mostly for security related issues. 

What is CPTED? It is defined as a “multi-disciplinary approach for reducing crime through 

urban and environmental design and the management and use of built environments. CPTED 

strategies aim to reduce victimization, deter offender decisions that precede criminal acts, and 

build a sense of community among inhabitants so they can gain territorial control of areas and 

reduce opportunities for crime and fear of crime” [15]. Its directives include adjusting the 

height and quality of fences, improving public lighting, maintenance of streets and buildings, 

controlling and damping traffic, providing people with information about their environment, 

marking boundaries of land and private and public spaces, use of security systems, and 

development of natural oversight and community control.  

The basic concept is to create a built environment which includes spaces, streets, and 

residential parks that are less liable to invite committing crimes. Where we experience clean, 

bright, transparent spaces, tidy, maintained parks and other community service areas. There is 

a need for zones, districts, and neighbourhoods where functions and people mingle, thus 

avoiding sleeping quarters. The goal is to control urbanization and to keep the human 

dimension in mind.  

In order to live in our environment, and in our built environment in particular, which provides 

us adequate living space and quality, many other factors affecting the environment must be 

reconsidered. These include colours, space shapes, illumination, and proper usage of 

vegetation. It may not be sufficient to state that the community can do its best to prevent 

crime, but it must be facilitated by creating the right environment to enhance the 

community’s natural need to protect it in the first place [15-17]. 

INTERVENTIONS POINT 

Crime and harm are the most common human activities which are often discovered through 

human intervention. The current highly centralized and human-based smart city systems are 

not capable of signalling emerging disaster situations early due to their reliability. As a result, 

response can only be given with a lag. 

When applying environmentally sensitive crime prevention, nine intervention points are 

identified. These points help to determine the applicability of the principles and the methods 

that mutually support each other. Since we cannot find two identical areas or problems, the 

solutions given to them are not uniform. It is more important to have a set of criteria which 

we can start applying. Let’s review these intervention points [10]: 

1. Mix of people: in this intervention point we are going to design or redesign city areas 

whose role is to build social relationships, e.g. pedestrian streets, public spaces, etc. 

2. Mix of functions: it is very important for an area to be alive as much of the time as 

possible. It is therefore necessary to combine functions such as trade and culture or other 

services and non-industrial workspaces such as large shopping malls. 

3. Social control: as we have seen, the role of the community in crime preventionis much 

greater than we would expect. There is a major need to strengthen social cohesion and 

develop community functions. 

4. Define space: as I stated earlier, environmentally sensitive crime prevention only works if 

it is focused on a well-defined area. The task is to increase community control by 

subdividing the area into the appropriate ‘size’. 

5. Lighting: for community control to function properly, the ‘protected area’ must be made 

visible and this can only be done with artificial lighting at certain times of the day. 
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6. Protection: we are not able to implement community control at every point of the area, so 
we need to optimise (centralise) surveillance, deter ‘intruders’ or make it difficult for them 
to operate. 

7. Management: the built environment, even a relatively durable construction is constantly 
decaying and being worn out. If we do not maintain it from time to time, it will create 
negative effects that are more difficult to eliminate. For example: “One unrepaired broken 
window is a signal that no one cares, and so breaking more windows costs nothing” [18]. 
This is the broken window theory. “The broken windows theory states that visible signs of 
disorder and misbehavior in an environment encourage further disorder and misbehavior, 
leading to serious crimes. The principle was developed to explain the decay of 
neighborhoods, but it is often applied to work and educational environments” [18]. 

8. Information: it is essential that a person feels uncomfortable and depressed in an area 
which they are unfamiliar with. It is important to inform and to help citizens to navigate in 
the built environment. 

9. Urban design: Prevention is more effective than ‘rubble clearance’, so if it is possible, we 
have to prepare the citizens for the right usage of the area. 

CONCLUSIONS 

I have argued in this that those smart cities which did not focus on environmentally sensitive 
crime prevention are not safe enough. The prophylaxis requires a complex approach in which 
setting priorities is important but pluralism in the methods is just as essential. The future will 
focus most likely on cities where, depending on the urban citizens, the population and crime 
rate will continue to increase. Urban design must put much more emphasis on the principles 
of environmentally sensitive crime prevention. 
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